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WHAT IS PERSONAL DATA PERSONAL DATA: 

Personal data means data relating to a living individual, who is, or can be identified from the data and 
includes; 

Personal details, Family and lifestyle details, Education and training, Employment details, Financial details, 
Contractual details (for example, goods and services provided to a data subject), Online identifiers (IP ad-
dresses, cookies) 

SENSITIVE PERSONAL DATA 

Sensitive personal data is “special categories of personal data” and specifically include medical data. Per-
sonal data relating to criminal convictions and offences are not included, but similar extra safeguards apply 
to its processing 

Medical details, political opinions, religious / philosophical beliefs, trade union membership, data concerning 
health or sex life and sexual orientation, race / ethnic origin, genetic data, biometric data 

AUTOMATED AND MANUAL DATA 

Automated Data means information that is being collected or processed by e.g. a computer, operating auto-
matically in response to instructions given for that purpose. Manual Data means information that is recorded 
as part of a relevant filing system or with the intention that it should form part of a relevant filing system. 

Privacy by Design states that any action the firm undertakes that involves processing personal data must be 
done with data protection and privacy in mind at every step. This includes internal projects, product develop-
ment, software development, IT systems, and much more. In practice, this means that the IT department, 
or any department that processes personal data, must ensure that privacy is built in to a system during the 
whole life cycle of the system or process, rather than tagging security or privacy features on at the end of 
the process

Privacy by Default means that once a product or service has been released to the public, the strictest 
privacy settings should apply by default, without any manual input from the end user or data subject. In 
addition, any personal data provided by the data subject, to enable a product’s optimal use should only be 
kept for the amount of time necessary to provide the product or service. If more information than necessary 
to provide the service is disclosed, then “Privacy by Default” has been breached. 

REQUIREMENTS BY LAW 

We must have a lawful basis to collect and use Personal Data. The Data Protection Principles require that 
we process all personal data lawfully, fairly and in a transparent manner. The individual’s right to be informed 
requires us to provide information about our lawful basis for processing their data and means we need to 
include these details in our privacy notice. We must determine the lawful basis before we begin processing.

The individual must be informed of the purpose for processing their data before we begin such processing. 
We must take care to get it right first time. The data processing should be relevant, adequate and limited to 
what is necessary for its purpose. If we can reasonably achieve the same purpose without the processing, 
then we don’t have a lawful basis. 

REQUEST TO SWAP THE ORIGINAL PURPOSE 

We should not seek to swap to a different lawful basis at a later date without good reason and must always 
consult the Compliance Officer in any such instance. Should it be deemed necessary for the lawful purpose 
to change, it may be possible to continue processing under the original lawful basis if the new purpose is 
compatible with the initial purpose (unless the original lawful basis was Consent). 



PROCESSING SPECIAL CATEGORY DATA 

We need to identify both a lawful basis for general processing and an additional condition for processing this 
type of data. In order to lawfully process special category data, identify both a lawful basis under Article 6 
and a separate condition for processing special category data under Article 9.  
NOTE: These do not have to be linked. 

The lawful bases for processing include: 

Consent: the individual has given clear consent for us to process their personal data for a specific purpose. 

Contract: the processing is necessary for a contract we have with the individual, or because they have 
asked us to take specific steps before entering into a contract.

Legal Obligation: the processing is necessary for us to comply with the law Legitimate interests: the pro-
cessing is necessary for our legitimate interests or the legitimate interests of a third party unless there is a 
good reason to protect the individual’s personal data which overrides those legitimate interests. 

CONTRACT 

We need to collect and use personal data to provide a contract which may include a living individual’s; name, 
date of birth, contact details, bank account details, financial information, health details, employment details, 
pension and salary information, Personal data needed for plan contracts is held and used to; Process an 
application. issue your solutions, provide information about your plans, provide customer care and service, 
contact and inform of relevant actions that may need to be taken 

REQUIRED BY LAW

We use personal data to comply with law and regulations; reporting to regulators, maintaining proper 
records, Internal reporting, quality checking, compliance controls and audits to help meet our regulatory 
obligations. We must collect certain personal information to comply with Anti-Money Laundering law (Up to 
date proof of identification and address) 

Customer Due Diligence (Financial Sanctions / Politically Exposed Persons (PEP’s) / searches of publicly 
available information) tax residence information and tax identification number for tax reporting 

Personal and financial information in order to complete a financial plan and recommend the most suitable 
course of action for a client. This involves creating new and assumed personal information, and we will 
check to see if a customer record already exists.

WHAT IS LEGITIMATE INTEREST 

We use a living individual’s personal information for our legitimate interests which we believe benefit our 
customers. We also receive and access information from product producers in order to provide better advice 
and customer care. We must maintain a record of our assessment so as to demonstrate that we have given 
proper consideration to the rights and freedoms of individuals involved. 

Employment data processing 

Fraud and financial crime detection and prevention (AML requirements) 

Processing for the purposes of ensuring network and information security, including preventing unauthor-
ised access to electronic communications networks and stopping damage to computer and electronic 
communication systems 

Compliance with law enforcement, court and regulatory requirements 

To comply with industry practices (issued by Financial Action Task Force (FATF), AML Principles etc) 

Communications & marketing - Direct Marketing OR using summary information to help promote services 

We require consent from a living individual for us to collect and use personal data. We must explain what we 
need it for and how they can withdraw consent if they change their mind in the future. It must be as easy for 
them to withdraw their consent as it is to give it. 

We must be able to demonstrate that the individual owner of that personal data gave their informed, unam-



biguous and proactive consent to the processing and we bear the burden of proof that consent was validly 
obtained. The individual shall also have the right to withdraw their consent at any time, has the right to be 
forgotten. 

The execution of a contract or the provision of a service cannot be conditional on consent to processing or 
use of data that is not necessary for the execution of the contract or the provision of the service.

WHERE DO WE GET PERSONAL DATA? 

Living Individuals provide us with their personal information directly when they contact us, complete our 
forms, speak with us or visit our website, our social media accounts. For more information on what personal 
information is collected and used on our website please see our Web Privacy.

We also get personal information from solicitors, employers, and regulators and create new personal infor-
mation about data subjects based on information they have given us and through their interactions with us.

TO WHOM DO WE PASS PERSONAL DATA? 

We pass personal information to; 

Data processors: 

Companies that act as service providers under contract with us and only process personal information as 
instructed by us. All personal information is transferred securely and is not used by other parties for any 
other reason. 

The categories of services that we use other Data Processors for include; document management, admin-
istration, customer services, marketing, Financial Sanctions and PEP checks to comply with Anti-Money 
Laundering rules and to maintain a list of identified high-risk customers, to comply with legal obligations. 

PRODUCT PRODUCERS/PLATFORMS & CUSTODIANS 

We pass personal information to product producers or Platforms with whom we partner with, in order to 
arrange transactions agreed with our customers. 

Investment Service Providers; 

We pass personal information to investment service providers where our customers want to access special-
ist investment services through their plan e.g. Stockbroker or Online Trading Platform. 

Regulators: 

We pass personal information to Regulators and the Revenue Commissioners or as needed to comply 
with regulations and laws. Other Companies: We pass personal information to third parties, including other 
companies with whom we have business arrangements, with the recorded consent of the data subject. All 
personal information is processed and stored within the EU.

HOW LONG DO WE KEEP PERSONAL DATA? 

We keep and use personal information for as long as a living individual has a relationship with us.

We also hold it after this where we need to for complaints handling, for system back-ups needed for disaster 
recovery and for as long as we have to under regulations. We confirm to a living individual how long we will 
keep personal information for when they avail of a single or specific service such as a quote or call-back on 
our website.

YOUR RIGHTS 

Living individuals have a number of rights over their personal information which they can exercise free 
of charge by contacting us. We will need to verify the identity the data subject in line with our normal DP 
checks and we will respond within one month in line with the GDPR regulation. Any restrictions to their rights 
will be explained in our response. 



RIGHT TO INFORMATION 

The information set out in our Privacy Notice. If we update the Privacy Notice, if we change the type of per-
sonal information we collect and / or change how we use it, we need to inform the living individual. We have 
controls in place to protect all personal information and minimize the risk of security breaches. However 
should any breaches result in a high risk for the data subject, we will inform them without delay.

RIGHT TO RESTRICT OR OBJECT 

Living individuals can restrict or object to any unfair and unlawful collection or use of their personal informa-
tion. They can object to any automated decision making that has a legal or similar significant impact for them 
and ask for the decision to be made by a person. They can withdraw consent and object to, for example, 
direct marketing. 

RIGHT TO CORRECT AND UPDATE 

Living individuals can ask us to correct and update personal information we hold about them. In order to 
provide them with the best service it is important we have their correct personal information, such as contact 
details. 

RIGHT TO DELETE AND BE FORGOTTEN 

Living individuals can have their personal information deleted if it is incorrect or has been processed unfairly 
or unlawfully. If they have withdrawn consent they can ask for their personal information to be deleted. We 
will keep a record of their request so we know why their personal information was deleted. If we have pro-
vided a regulated product or service to them, we must keep their personal information for a minimum period 
by law (e.g. 7 years). 

RIGHT TO PORTABILITY 

Living individuals can ask for a copy of all personal information that they gave us (including through their 
interactions with us), and which we hold in an automated format. Living individuals can receive this in a 
machine readable format that allows them to keep it. They may also request us to send this personal infor-
mation in a machine readable format to another company. The format will depend on our ability to provide 
this in a secure way that protects all the personal information. We will not likely be able to use a copy of any 
personal information sent to us in this way from another company because we can only collect personal 
information that we need.
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